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Abstract  

 
With the increase in the use of cloud systems, security on cloud systems has become one of the most 

important items that underlined. Due to the nature of the cloud systems, it is difficult to manage multi-

user systems and access control devices, resulting in some security vulnerabilities. In this paper we 

studied on Cloud Computing with Shamir’s Secret Sharing Scheme with Advanced Encryption Standard 

(AES) algorithm for encryption and decryption process. For encryption and decryption process AES in 

Cryptool 1.4.41 has been used. For implementing Shamir Secret Sharing Scheme, Python language has 

been chosen and Spyder 3.8 has been chosen for environment. As a result, we successfully demonstrate 

the Shamir’s Scheme implementation with file operations. 
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1. Introduction 

 

In today’s technology, users want to store more and more data every day. With the limitations of 

current devices, usage of clouds is increasing day after day. Thanks to cloud computing, it is 

possible to access the requested information from anywhere and using any kind of information 

communication device (PC, Mac, iPhone, Android, etc.). The lack of hardware-related problems, 

the ability to offer high availability through the virtual computer running faster than physical 

servers, the use of flexible structure that does not require memory and disc change, and the nature-

friendly (electricity and space saving) are the first and foremost advantages of cloud computing 

[1]. Considering all these advantageous aspects; it is not seen as a rational solution to stay away 

from cloud computing which is the reflection of the development in information communication 

technologies or to insist on alternative methods. But the risks associated with cloud computing 

cannot be ignore [2]. Compared to other schemes Shamir’s Secret Sharing Scheme provides more 

security because, cannot rebuilt the original data with less than the needed shares [3]. Previous 

works demonstrate that, cloud-based imaging with Shamir’s Scheme provide data confidentiality, 

availability, and integrity [4]. We implemented Shamir’s Scheme for file storage in multiple clouds. 

 

In this study we implemented system that first create encrypted hex file with CrypTool, then python 

program takes that hex file as input and creates n shares. With k shares reconstructed hex file then 

this output file tested with CrpTool. CrpTool used for testing AES encryption and decryption 

processes. With this approach, system provides data confidentiality, data availability and data 

integrity. 
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In the following sections of this study, firstly brief information about cloud computing and security 

problems will be given. Then, Shamir’s Secret Sharing Scheme and its usability of cloud security 

will be discussed. 

 

2. Cloud Computing 

 

Cloud computing, which has emerged as a solution to the growing need for data storage, now serves 

many users today. Cloud technology established and shared by large organizations. Using this 

technology, reduces the accountability on personal computers. Also, number of applications are 

provided by the cloud server. All the applications, programs and data we host on the internet store 

in the cloud. Any device connected to internet can easily access this information [1].  

 

The clouds have different architecture based on the services they provide. The data stored on the 

data centres and it can be processing anywhere on servers. So, users must trust the service provider 

for availability and security of data. The Service Level Agreement (SLA) is the only legal 

agreement between provider and users [5]. SLA describes the service; document Service Targets 

and defines the responsibilities of the provider and user. With this agreement, user takes the all the 

responsibility for data loss or corruption [6]. 

 

 
Figure 1. Cloud computing security [10] 

 

2.1. Cloud Service Models 

 

Cloud technology offers flexible and diverse service services that can be used in accordance with 

the wishes and needs of the user, rather than a strict and standardized structure [7]. These cloud 

services, which are within the scope of cloud technology, consist of three structures in general: 

Infrastructure as a Service, Platform as Service and Software as Service. 
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2.1.1. Infrastructure as a Service (IaaS): 

 

In the cloud technology infrastructure, it is used to refer to the services in the lowest layer [8] [9]. 

In the infrastructure service model, organizations provide their needs such as the storage device, 

computer network and server they need for the enterprise from the companies that provide cloud 

services as a service, in other words, virtual hardware is provided to the user. 

 

2.1.2. Platform as a Service (PaaS): 

 

The service provider provides the user with an environment in which he can develop and operate 

his own application, as well as a platform that includes complementary services and the necessary 

technological infrastructure [8] [9]. Apart from the application established by the user himself, 

there is no control and management possibility on the components of the platform infrastructure. 

This service can be considered as renting hardware, operating system, storage unit and network 

capacity over the Internet. 

 

2.1.3. Software as a Service (SaaS): 

 

In this service model, users can work by accessing applications on the cloud from any location to 

connected to the internet without any installation to their systems. The service provider's software 

runs on the cloud infrastructure [8] [9]. Applications can be accessed from various user devices 

(desktop, laptop, tablet, mobile phone, etc.) without any time and location restrictions through 

interfaces such as web browsers thanks to the internet connection. Users do not manage or control 

components such as network, server, operating system, and storage devices in the infrastructure 

[9]. Only user-specific application settings can be made. 

 

2.2. Cloud Security 

 

While cloud computing has many advantages, there are some potential problems encountered in 

services [10] [11] [12]. Majority of these problems can be considered as compliance with local or 

regional regulations, the need to obtain approval in areas that are not authorized to access, some 

additional complexities in terms of supervision, the need to repair according to the nature of the 

cloud, and the lack of trust that can be detected in cloud services.  

 

Cloud computing security is related to the security of the data and applications of cloud users and 

service servers, methods, rules and technologies used to secure the infrastructure used for cloud 

computing. Requirements for ensuring cloud security are provided by default system security 

mechanisms defined by the cloud infrastructure, data access control mechanisms agreed upon by 

users and service providers, service level access agreements, and additional security functions 

provided by the service used [10]. The most important of the cloud security requirements are data 

privacy, data integrity, authentication, and identity management, physical and personal security, 

accessibility, security of application service, privacy, and compliance with the law [11]. Cloud 

security can be threatened by insecure applications, malicious insiders, untrusted 3rd parties [12]. 

Shamir’ Secret Sharing Scheme with AES can be used for overcome these problems. 
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3. Shamir’s Secret Sharing 

 

As a result of digitalization, the biggest difficulty that we face is the problem of safe transmission 

of data. Secret Sharing Scheme is one of the most known techniques that interested of secure data 

transmission. Which focus on key distribution and management [14].  

 

(k, n) Threshold scheme was first proposed by Shamir and Blakley in 1979. Methods share 

confidential data between n participants [14]. Confidential data can be obtained by gathering any 

one or more of the participants. There is no possibility to obtain information about confidential 

data by using fewer than keen shares. Shamir's scheme is based on polynomial interpolation while 

Blakley's method uses plane geometry [15]. Basic explanation of Shamir’s Secret Shamir Scheme 

shown in Fig. 2. 

 

 
Figure 2. Basic explanation of Shamir's Secret Sharing Scheme 

 

4. Proposed Approach 

 

To prevent data loss in cloud we should encrypt data. But only encryption is not completely 

providing security. If data in the cloud, loss or corrupted; users cannot access data correctly. 

According to SLA, provider does not take any responsibility [5]. This causes a lack of trust for 

cloud computing. To solve this problem, we suggest a new approach to store data. Firstly, data 

encrypted with AES(CBC) then encrypted data separate with n shares. K combination of n shares 

reconstructs the original data [15]. AES (CBC) working principle is shown in Fig.3. and Fig.4. 

Fig.3. is encryption process and Fig.4. is decryption process. In Fig.5. tested system is shown. Data 

file encrypted with CrypTool AES(CBC). Encrypted file has been processed with our Shamir 

Secret Sharing algorithm. In the algorithm we read the data file and calculate the n points for 

sharing. After calculating the shares, k combination of shares are combined and original data is 

being reconstructed. Then, reconstructed data decrypted with AES(CBC). 

 

We assume that our data is equal to 4311 (S=4311) and we have 6 different cloud to store this data 

(n=6). To implement of Shamir’s Secret Sharing Scheme to shown in Fig.6., we determine the 

combination number to 3 (k=3). We need k-1 numbers which are 418 and 40 for construction of 

equation. When we constructed this values in (1), our polynomial equation equal to (2).  

To strengthen to security, we calculate polynomial points as (3) instead of (4) [14]. Where p is 

prime number and p is greater and s and n. In this case our p value is equal to 16111. 
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Figure 3. AES (CBC) Encryption 

 

 
Figure 4. AES (CBC) Decryption 

 

 
Figure 5. Tested system flowchart 

 

Therefore, we get (5). We divide 6 points in (5) as (6), (7), (8), (9), (10), (11). So, we divide our 

data 6 pieces and store them different clouds. To reconstruct original data, we need at least 3 points. 

These 3 points can be chosen randomly. We choose (7), (9) and (10). After choosing 3 points, we 

use Lagrange basis polynomials and obtain (15), (16), (17). Therefore, applying (18) with (15), 

(16) and (17) we got (19).  As a result of (19), we successfully reconstruct original data (secret) 

4311 with Shamir’ Secret Scheme shown in (20). Use finite field arithmetic with Shamir’s Secret 

Scheme, provides perfect security [14] [17]. However, previous works shows that this system still 

need to be tested in real cloud environment with different file size, types and threshold values [18]. 
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Figure 6. Shamir’s Secret Sharing algorithm processes 

 

 𝑓(𝑥) = 𝑎0 + 𝑎1𝑥 + 𝑎2𝑥2 (1) 

 𝑓(𝑥) = 4311 + 418𝑥 + 40𝑥2 (2) 

 𝐷𝑥 = (𝑥, 𝐹(𝑥)𝑚𝑜𝑑𝑝) (3) 

 𝐷𝑥 = (𝑥, 𝐹(𝑥)) (4) 

 𝐷𝑥 = (𝑥, 𝐹(𝑥)16111) (5) 

 𝐷1 = (1,4769) (6) 

 𝐷2 = (2,5307) (7) 

 𝐷3 = (3,5925) (8) 

 𝐷4 = (4,6623) (9) 

 𝐷5 = (5,7401) (10) 

 𝐷6 = (6,8259) (11) 

 (𝑥0, 𝑦0) = (2,5307) (12) 

 (𝑥1, 𝑦1) = (4,6623) (13) 
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 (𝑥2, 𝑦2) = (5,7401) (14) 

 𝑙0 =
𝑥−𝑥1

𝑥0−𝑥1
∙

𝑥−𝑥2

𝑥0−𝑥2
=

𝑥−4

2−4
∙

𝑥−5

2−5
=

𝑥2−9𝑥+20

6
  (15) 

 𝑙1 =
𝑥−𝑥0

𝑥1−𝑥0
∙

𝑥−𝑥2

𝑥1−𝑥2
=

𝑥−2

4−2
∙

𝑥−5

4−5
=

−𝑥2+7𝑥−10

2
  (16) 

 𝑙2 =
𝑥−𝑥0

𝑥2−𝑥0
∙

𝑥−𝑥1

𝑥2−𝑥1
=

𝑥−2

5−2
∙

𝑥−4

5−4
=

𝑥2−6𝑥+8

3
  (17) 

 𝑓(𝑥) = ∑ 𝑦𝑗
2
𝑗=0 ∙ 𝑙𝑗(𝑥) = 𝑦0 ∙ 𝑙0 + 𝑦1 ∙ 𝑙1 + 𝑦2 ∙ 𝑙2(18) 

5307 ∙ (
𝑥2−9𝑥+20

6
) + 6623 ∙ (

−𝑥2+7𝑥−10

2
) + 7401 ∙ (

𝑥2−6𝑥+8

3
)  (19) 

 4311 + 418𝑥2 + 40𝑥2  (20) 

 

Conclusion 

 

The purpose of this study examines cloud computing and to achieve strong security for cloud 

computing with using secret sharing. Studies shows that, using Shamir’s Secret Sharing for cloud 

storage provides more security and integrity in theory and practice. This project implemented in 

Spider 3.8 Python. First, Cryptool 1.4.41 used to obtain encrypted data file. 128-bit AES encryption 

is used. Then encrypted data used for evaluating 6 polynomial points. 3 points used for 

reconstruction. Reconstructed data file decrypted with CrypTool and original data obtain 

successfully. For future works, implementing system with real cloud systems can be done. 
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